HOW TO PROTECT YOUR BUSINESS DATA
LIKE YOU PROTECT YOUR HOME
We protect our homes with security features to control access and safeguard valuables—and your
multifunction printers should help you do the same. The latest Canon imageRUNNER ADVANCE line
incorporates an extensive set of security features to help you keep your data safe.

ALARM SYSTEM

ALARM COMPANY

Peace of mind that property is secure.

Remote monitoring and
notifications of potential threats.

VERIFY SYSTEM AT STARTUP

SIEM SYSTEM INTEGRATION

Identiﬁes tampering of boot code,
OS/ﬁrmware, and MEAP applications.

Integrates with third-party SIEM
systems to alert network
administrators of potential threats.

CAMERA SYSTEM
Real-time activity visibility.

SAFE

imageWARE ENTERPRISE
MANAGEMENT CONSOLE (EMC)

Safeguards valuable assets.

Provides the ability to monitor
device status and streamline
security settings.

DATA ENCRYPTION
Encodes data to help prevent
unauthorized access.

GUARD DOG

PAPER SHREDDER

SMART LOCK

Protects against unexpected threats.

Guards against confidential information
getting into the wrong hands.

Grants access only via key
or passcode.

HDD DATA ERASE

DEVICE AUTHENTICATION

Deletes job data after each task via
overwriting process.

Requires users to verify their identify
to gain device access.

McAfee EMBEDDED CONTROL
Utilizes whitelisting to help prevent the
execution of malware as well as tampering
of ﬁrmware and applications.
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in certain other countries. McAfee and the McAfee logo are trademarks or registered trademarks of McAfee, LLC or its subsidiaries in the U.S. and other countries. All other referenced product names and marks are trademarks of their respective owners. Canon products
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